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Digital Natives?
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Internet Risks and Public Panic

”E‘f][[gn[[( Popular Latest Sections v Magazine v Subscribe

ik
Have Smartphones Destroyed a
Generation?

More comfortable online than out partying, post-Millennials are safer, physically, than adolescents have ever
been. But they’re on the brink of a mental-health crisis.

SIO?:]/ by ]ean M. Twenge | SEPTEMBER 2017 ISSUE ! TECHNOLOGY
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Polarization, Echo Chamber, and Information Cocoon
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GRAND CHALLENGE

Understanding and improving the
Jean Piaget development of digital citizenship
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ﬁanll]}n‘ll:fnlslg:}mu{uuv as a multifaceted human capacity
veanau\az ~ trom childhood to early adulthood
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What is Digital Citizenship?

 Citizenship (traditional) - membership of geopolitical entities such as nation
states..... people grew up, lived and worked in neighborhoods home to others
who shared their language, culture, religion and values

* People engage not only in physical and face-to-face interaction, but also
increasingly via virtual community by means of digital communication tools.

* Multiple citizenship identities, reflecting one’s participation in different
communities

* Participative identity
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Digital Citizenship: Curriculum Perspectives

e Ethics, rights and responsibilities in the networked society
— e.g. online bullying, hate speech

* Media literacy for critical and responsible participation on- & off-line
— E.g. online deliberation, “fake news”

* Capacity building for digital citizenship
— E.g. education and economic opportunities
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Impact of Digital Technology on Citizenship

« Augmented performance & connectedness
« Rights & Responsibilities - Engagement & Participation

DIGITALEITIZENSHIPEASAWELLNESS

IMPACTEDFDIGITALETECHNOLOGY?(!

WELLNESSEATEGORY
Empowerment Threats/risks
Physical Health HealthEnonitors poorBleep@juality
lack@®fhysicalxercise
Safety Location@nonitors,lerts Cyber@ictimization
Psychological |Self-confidence Digital@onfidence
Resilience ExpandedBupportietwork Isolation@®n-/off-Aine
Self-regulation Self-monitoring@evices Internet@ddiction
Sense®fBecurity Cyber-connection@vith@amily,Rtc. |Internet@ddicted®aregiver,@yberbullied
Social Identity,belonging Strengthend®hro'mhetwork Outing,®ybersolation
NewRommunities@hro'@nternet® |Onlinefharmful@ommunities
Participation Expanded@articipation Bubble@hamber
Contribution,@ctivism |Online-offline@ctivism,@rowdsourcing | FakeBhews,Andiscriminatelctivism
Material Basicheeds,@omfort |SeekBhelp@®nline,@Entrpreneurship |Cyber-crime,Adentity@®heft




@ A Digital Citizenship

The competence, rights (awareness) & responsibility
to engage and participate in a globally networked world

Context
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Research QQuestions

* What is the normative developmental trajectory
from childhood to early adulthood in key aspects
important for digital citizenship?

* What is the game pedagogical theory to support
development of digital citizenship at different ages?

* How do personal, family and school factors
contribute to the development of digital citizenship?

11
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Assessing DL & CPS Across Cohorts and Over Time

P.3 S.1 S.3
Pretest: Cohort 1 Cohort 2 Cohort 3
Nov 2018 to Apr 2019 Pretest Pretest Pretest
P.5
Post-test: Cohort 1 Cohort 2 Cohort 3
Oct 2020 to Dec 2020 Posttest Posttest Posttest

12
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5 Competence areas

1. Information and data literacy

2. Communication & Collaboration
3. Digital content creation

4. Digital Safety

\5. Problem Solving using digital technology /

* Final assessment included 80 items spread over 3 test forms
(7 items were discarded during scaling)

* Better fit for unidimensional competence
* High reliability estimates for the three booklets
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Assessment Framework for the CPS Test (ARC)

Collaborative

Social
regulation
regulation
Cognitive
Skills <

Problem
Solving

Knowledge
building
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Six Proficiency Levels:
for CPS Cognitive and Social Skills

- Cognitive skills Social skills

Refined Strategic Application

Level 6 & Problem Solving Cooperation & Shared Goals

Level 5 Efficient Working Valued Partnership

Level 4 S’rro’reglc FlEIAlTE) & Mutual Commitment
Executing

Level 3 Go’rhenng < Lollecing Awareness of Partnership
Information

Level 2 Systematic Trial & Error Supported Working

Level 1 Exploration Independent Working

15
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Preliminary findings
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Data

e Random selection of four districts

 Some replacement schools are not located in these districts

e Students from two classes per cohort—either Primary 3 or
Secondary 1 and Secondary 3—were randomly sampled

Responses
Cohort Classes
-M DLA  CPS  SVY Teachers Principals
169 9

750 N/A 736

n 27 715 705 711 88
14 9

29 581 593 581 104

17
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DL Performance by Gender

Boys Girls Boys Girls Boys Girls 18

Digital Literacy Score

Primary 3 Secondary 1 Secondary 3
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Digital Literacy @P3
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CPS—cognitive skills

Collaborative Problem Solving: Cognitive
! .L o - ~ w




CPS—social skills
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60%

50%

40%

30%

20%

10%

0%

CPS: Cognitive Skills

0% 0%

A: Exploration B: Systematic C: Gathering D: Strategic

Trial & Error & Collecting Planning &
Information  Executing

B Secondary 1 M Secondary 3

E: Efficient
Working

F: Refined
Strategic
Application &
Problem
Solving
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60%

50%

40%

30%

20%

10%

0%

L

=

CPS: Social Skills

57%

'55%

A: B: Supported C: Awareness D: Mutual E: Valued F:
Independent  Working of Partnership Commitment Partnership Cooperation
Working & Shared

Goals

M Secondary1 M Secondary 3 -
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DL and CPS

Digital Literacy
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Student Survey

Demographics

Digital devices

Offline and online health
Parental intervention

Digital activities and skills
Online risks and cyberbullying
Civic engagement

27
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Students’ Use of Digital Devices

At school for
schoolwork

Communicating Primary 3
with Secondary 1
family/friends |Secondary 3
At school for Primary 3
leisure Secondary 1
activities Secondary 3
Primary 3

Secondary 1
Secondary 3

M Less than 1 hour perday ® 1-2 hours per day

M 2-3 hours per day ® More than 3 hours per day

ome for Primary 3
leisure Secondary 1
juiti Secondary 3
Primary 3

ome for
Secondary 1

schoolwork
Secondary 3

20% 40% )8
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L 0

Digital Gaming

Primary 3

Secondary 1

Secondary 3

0% 20% 40% 60% 80% 100%
M Notatall m1-2times M 3-4times M Almost everyday

29
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Digital Usage and DL

* Use of digital devices at school is associated
with lower DL performance

 Digital communication with family and/or
friends is associated with better mental
health

e Pathological gaming is associated with lower
levels of DL among younger students

30
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35%

Cyberbullying

31%

30%

25%

25%

20%

15%

10%

5%

0%

Perpetrator Victim

M Primary3 M Secondary1l M Secondary 3
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25%

20%

15%

10%

5%

0%

Online Security Problems

Somebody used The computer |lost moneyby Somebody used Somebody
my personal gotavirus  being cheated on my password to created a page or

informationin a the Internet access my image about me

way | didn’t like information or to that was hostile

pretend to be me or hurtful

M Primary3 ®Secondary1l M Secondary3 32
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60%

Risky Online Communication

50%

40%

30%

20%

10%

0%

Looked for new Sent personal Added people to Pretended to be Sent a photo or
friends onthe information to my friends list or older thanlam video of myself

Internet someone thatl address book on the Internet to someone that
had never met that | had never to access | had never met
face to face met face to face websites face to face

M Primary 3 M Secondary1l M Secondary 3 >
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g 4
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| know which | know when!l Ilamcarefulto |knowhowto |know how to
information | should and make my change whol remove friends
should and shouldn't share behaviours share content from my contact
shouldn't share  information appropriate to with others lists
online online the online
situation

M Primary3 M Secondaryl M Secondary3 4
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Correlations with Performance

Security Risky Online

. .. Data Privac
Problems Communication y

6***
5***
36***

8***

Primary 3 22F**

DI E|NEIE S8 Secondary 1 19X **

- 10**

Secondary 3 -.03
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Teacher Survey

 Demographics

* Role(s) at school

e Use of ICT and emphasis on ICT capabilities
* Impact of ICT on students

* Cyber-wellness education

* Cyber-wellness and cyberbullying at school
* Civic goals at school

* Social network

36



Emphasis on ICT Capabilities

Accessing information efficiently

Evaluating the relevance of digital
information

Displaying information for a given
audience/purpose

Evaluating the credibility of digital
information

Nputer software to construct
digital work products

arstanding consequences of making
information poiskieheavailable online

Providing references for digital
information sources

0% 20% 40% 60% 80% 100%

B No emphasis M Little emphasis M Some emphasis M Strong emphasis -
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Students’ Perceived Data Privacy Skills

3 2.82 2-95

Primary 3 Secondary 1 Secondary 3

Teachers' Emphasis on Understanding the
Consequences of Making Information
Publicly Available Online

100%

80%

60%

40%

20%

0%

® No emphasis

Primary 3 Secondary 1 Secondary 3

M Little emphasis

B Some emphasis ™ Strong emphasis
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School Problems
 Cyberbulying | OA G 0%
nfringement ofintellectual o pegn ase TN 7%

property rights

Access to adult-only materials

Students-sperdtdo much time
playing computer games >
udents spend too much time
with social medie
Students use their mobile
devices in class

Inappropriate use of personal  \upggruy A% NEEE 8%

information

Hacking into the school's o cmmm 19% 8% 11%

computer network

0% 20% 40% 60% 80% 100%

B Not a problem ™ A minor problem B A moderate problem ™ A serious problem >
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75%

Cyberbullying Policy

65%

60%
50%

45%

30%

15%

0%
Primary school Secondary school

ENo HMYes HDon'tknow 40
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Learning lives & Digital citizenship
In addition to background surveys to students, teachers and principals...

Research challenge (innovation):
Connecting observable data
to
activities and learning-related constructs
(cognition, motivation, emotion, belief, etc.)

41
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Our Studies

To make sense about context and collect contextual data, the

following research approaches are explored.

* Surveys: multilevel contextual data

* Activity tracking app: digital footprint
e J.ocation detection: classroom interaction and motion

* Wearable devices and machine learning: socioemotional states

* Anthropological observation: sociocultural dynamics

Involve significant

Conceptual, methodological and technological innovations

42
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Smarter Online Programs

Supporting Digital Citizenship Development
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BIEANREE20198UEEE
(e E) RRE/B N Smart Planning

Smart planning £&3H &1

1. hiseB2fEE AN EEER > (CRINE R EE
EAG2% A\ VS (from passive consumer to critical/smart prosumer)

2. EEEAEE K/NEE R 0 EBIEE THEE CRARMYEE 4TS

3. EBEIEHREEEAEEHE  UKEENERKE @ (EHEEER
EETT A

4. BEEEARHIHERE

EL L R RN = 2 HE > IR EEEE A AR IME Se F e Ss = sE L
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HIENREE201 985458 /7
(Hgagsng) SRR Cyberwellness

Cyber wellness Z8%%E1E

mriE HHY 1. B/ \E g Ssamse R RO TE S > R BRI ARSI E T B R L
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2. EBAEENEERZIZEENRS - BEREANEEL
3. BPEANEE EHFERIAR - HCWEEBURHECHEE
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HIENREZEE20198ETEE B
Gl B A EfE) SRE2E9 /) Smart Collaboration

Smart collaboration &5 [5] %

1. ZERERGGIERAEENRTS
2. SOakAESSHZRIES A
3. EEMEIERGT M RE TSR

ARG o RUUEE S TN, - TNEEEN L, TNETEED2 ) K
CRERSR] c BAGES T ESME FEEEINE - W g LUNEER
FEREER T S BRI A R IR Y HTRE - RkSE 1% - S E e/ NE AT
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HIE N REE20198FEEE H
SRR EIEAW I E) RIEf ) Smart Learning in AR/VR

Smarter learning (with VR) 332 EEEs
2 2 &

1. EEEHEER > CPEFEHE > MRS A TR - MR
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A AN FE IR
2. EEERVHEEEENITRIE o B IIEE R 2 RIS B E R o 1€ M R E RS B T K
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3. WERERAE NS EN ST K Fh ]
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BN R R E201 9SS HEE A
GEEE4) RIZfEN Computational Thinking

Green Creativity %Al 5i%

1. [EZREG R ~ /N AR M 78 B B 4 (computational thinking) K7 JE FHFZ R
4TE (computer programming) 155k
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